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O Ha3HAYeHHH OTBETCTBEHHOI0 32 KcrutyaTanuio CK3U

B nenmax oprammsauum u obecneuenus skcrmyatauuun CK3U B cooTBeTcTBHE C
tpeboBanuamMu PCB Poccuu

ITPUKA3BIBAIO:

1. Ha3nauuts
OTBeTCTBEHHBIM JTHLIOM 32 3Kcrutyatauuio CK3U
I'naBubiii Gyxranrep- 'ooBa M. C.

2. VTBEpAUTh MHCTPYKLUHMIO OTBETCTBEHHOrO 3a OOecmedyeHur0o 0e30MacHOCTH
skcryarauuu CK3U B Opranusaiuu, COriacCHO MPUIOKEHHO 1.

3. OrtsercTBeHHOMY 3a 3Kcruryatauuo CK3U npu opranusaimy U obecriedeHHH paboTsl
¢ CK3H u xpunrorpapuuecKkuMu KJIHOYaMH PYKOBOACTBOBATHCS

— «MHcTpykuus 1o oOpameHuio ¢ KpunTorpadpuyeckumu  (IIMQpOBaIBHBIME)
CpEICTBAMM 3alIUThl HHPOPMALIUN», yrsepmennon npukazoM ®AIICH ot 13.06.2001r. Nel52.

— «MHCTpyK1IMA OTBETCTBEHHQROSH OBeesicueHUIO Oe3omacHoCTH dKcruTyaTauun CK3U
MKJIOV «/lemexuit cad Ne73» * :

4. KOHTpOJb 32 UCTIOTHEH

3aBenyrouias

C npuka3oM 03HaKOMJIEHA T'oosa M.C.




IMTPUJIOXEHHUE 1

YTBEPXKIAEHO

IIPUKA30M

pyxoBoautens Opranuzauuu
or 31.08.2022 Ne 5272

Hucerpykuus
OTBETCTBEHHOIO 3a obecneveHuio GesonacHocTH kcmayaranun CK3U
MKAOY «/lerckuii cag Ne73»

1. O6mme nosoxeHus

— 1.1. Hacrosmas WHCTPYKLMS OMNpeNeNnseT OCHOBHBIE OOA3aHHOCTH, TNpaBa WU
OTBETCTBEHHOCTb OTBETCTBEHHOr0 3a obecneueHuro Oe3omacHocT skcmayarauun CK3HU,
periaMeHTUpyeT MopsAAoK oOpalieHus ¢ IH(PPOBATEHEIMU (KPUITOrpahUIECKUMHU) CPEICTBAMH,
NpeAHa3HAYECHHBIMUM U1 3alMThl MHOOPMALMM, HE COAepIKalleil CBEAEHMH, COCTABIAIOLIMX
TOCYJapCTBEHHYIO TaiiHy, B MpPOLIECCE MX MOJYYEHHUS, TPAHCHIOPTHPOBKH, y4€Ta, XPaHEHUs,
YHUYTOKEHHS, a TaKKe MOPAJOK Aomycka K paboram ¢ muppOBanbHBIMH CpPEICTBAMH B
uH(popMalMoHHbIX cuctemax (manee - UC) MKJOYV «demckuii cad No73»

(manee - Opranuzauus).

1.2. K  wmmdpoBansHeIM  (KpUOTOrpauueckuM)  CpeacTBaM  (CpeacTBam
Kkpuntorpadudeckoit 3auutsl uHGopmaunn (zanee — CK3M)) otHocsTes:

— cpenacTsa mwudpoBaHUs — ammapaTHbIe, MPOTPAMMHBIE M AMMapaTHO-NPOrPAMMHBIE
CpencTBa, CHUCTEMbl ¥ KOMIUIEKCHI, pEaNM3yHOIUHME aIrOpUTMBl  KPUNTOrpaduuecKoro
npeoOpa3oBaHus MH(pOpMALUMM M TpeJHA3HAYEHHblE Ui 3al(UTEl  HHPOpPMALMH OT
HECAaHKUMOHUPOBAHHOTO AOCTYTIA NIPH €€ Mepeaaye Mo KaHanaaM CBA3M U (WiK) npu ee o6paboTke
U XpaHEHUH;

— CpeACTBa MMUTO3ALUMTEI — aNIapaTHbIE, POrpaMMHbBIE U aNNapaTHO-IPOrPaMMHBIE
CPeACTBA, CUCTEMbl U KOMIUIEKCHI, pealu3ylole aJrOpuTMBl KpHITOrpaduueckoro
npeobpa3oBanus MHGOPMALMKM M NpeAHA3HAYECHHBIC AJIS 3aIUUTBI OT HABA3BIBAHMA JIOXKHOM
HH(pOopMaLMy;

— CpeiacTBa JJIEKTPOHHOM noxamucu (manee - DII) — anmapaTHble, MporpaMMHbIE U
anmapaTHO-MPOTPAMMHBIE CPEACTBa, OOECHEYMBAIOIIME HA OCHOBE KpUMNTOrpaduuecKux
npeoOpa3oBaHuil peanu3aluio X0Ts Obl OAHOM U3 CAeNYIOMMX (PYHKIMA: CO3JaHUe IEKTPOHHOM
NOANMMCH C HCIONB30BAHHEM  3aKpHITOTO KOIOYa ANEKTPOHHOH, MOATBEPKACHHE C
UCTIOJIB30BaHUEM OTKpbITOro kimo4a JI1 momymunnHocTy DI, co3maHue 3aKphITHIX U OTKPBITHIX
Kkmroueii OIT;

— cpeacTBa KOZMPOBAHUA ~ CpencTsa, peanu3ymoiue aJIrOPUTMBI
KpunrTorpaguyeckoro npeodpa3oBaHus MHGOPMALUKM C BHIMOJHEHHEM YacTH MpeoOpazoBaHMS
MyT€M PYYHBIX ONEpaunuii WIKM C MUCIOJIB30BAHHEM ABTOMATH3UPOBAHHBIX CPEICTB HA OCHOBE
TaKUX OMNeEpaLui.

1.3. Corpyanuku Opranmsamuu jpomyckaioores k pabore ¢ CK3M Ha ocHoBaHUM
npuKaza/pacnopskeHuss PykoBoauTens opraHu3auuu (gamee — PykoBoamTens) mocie
MPOXOXKACHHA HEOOXOAMMOM MOATOTOBKH.

1.4. OTBeTcTBEHHBI Ha3HA4aeTcss W OCBOOOXKIAETCS OT MCIOJIHEHHUs
00s13aHHOCTEH, NPEAYCMOTPEHHBIX HACTOAMICH WHCTPYKIMEH U IpPYrumu
OpraHu3anoOHHO-PACIIOPIIUTCIIbHBIMU JOKYMEHTaMHU Opranu3zanuu,
HpHKaBOM/paCHOpﬂ)KCHI/IeM PYKOBOZIPITCJI}I OpraHmaLmn HIIHN JIULIOM,
HCITOJHAKIIUM 00513aHHOCTH PYKOBOI[HTCJIH.

1.5. OtBercTBeHHBIE B CBOEH paboTe HEMOCPEACTBEHHO MOAUMHACTCS

PykoBoautento Opranusauum.



1.6. @yHKIIMOHATBHBIMU 00S3aHHOCTSAMU OTBETCTBEHHOI'O JIULIA SBJISIOTCS

— B3aUMOJIEHCTBUE C OpraHaMu JuleH3upoBaHus U ceprudukauuu PCh
Poccun, paspaborunkamu (npomsBogutensmu) CK3U u nocraBmukaMu yciyr B
obnactu mudpoBaHus HHGOpMALUH;

— pa3paboTka ¥ TPAKTUYECKOE OCYIIECTBIEHUE MEPONPUATHH IO
obecrieuennio QyHkiponupoBanus u OezomacHoctu CK3U, B TOM wumene
OTKPBITBIX W 3aKPBHITHIX KIOYeH muppoBaHus (KpUNTOKIKYEH), 3JIEKTPOHHON
noxmucu (DO11) u cepTu(UKATOB OTKPHITBIX KIHOYEH;

— KOOpAMHAIMS M KOHTPONIb AesTenbHOCTH mnonb3zoBarenein CK3U npu
pabore ¢ CK3U,;

— pa3paboTka ¥  y4acTHE B  COIJIaCOBaHMM  TEXHMYECKOH U
OpraHHM3alMOHHO-PACTIOPSAUTENBHON JOKYMEHTALUH, CBA3aHHOW C NPUMEHEHHEM
CK3U B opranuszauuu;

— BeJIEHHE KypHasa nodk3eMiuisipHoro yuera CK3U;

— ydYacTHe B MPOBEACHUH CIYXeOHbIX paccieqoBaHul (PakTOB HApYILEHHS
WM YTPO3bl HapyIIeH:s 0e30MacHOCTH 3auiiiaeMoi nHpopManyu, B TOM YHUCIIE B
CIIy4ae KOMIIPOMETALMH JEHCTBYIOIUX KPUITOKIIFOYENH;

— y4acTue B pa30ope KOH(IMKTHBIX CUTYALHUii;

— JOKJaJ  HEMOCpEeACTBEHHOMY  PykoBoauTen:0 O  BBHISBIEHHBIX
HapymeHusx mnonb3oBareneii CK3U w/mmm COTpYAHMKOB OpraHU3alMd H/HIIN
tpethux juil B oTHomenun CK3HU, a Taxke 0 mpuHATHE HEOOXOAMMBIX MeEp I10
YCTPaHEHMIO JaHHBIX HAPYILICHU.

1.7. Pa3paGoTka ¥ TpOBEAECHUE MEPONPHUATHI 1O O0ECIeYeHu o
OezomacHoct mpu mnpoeaeHun pabor ¢ CK3U ocymecTBisercs JHLOM,
YIOOJTHOMOYEHHBIM pykoBoauth paboramu ¢ CK3M (OTBETCTBEHHBIM 34
o0ecreueHnio 0e30MacHOCTH SKCIUTyaTalliH CPEACTB KpUNTOrpaduueckoi 3amuTsl
UH(pOpMaIn).

2. TpeGoBanuss 1no pa3MelIeHHIO, CHEHHAJIBLHOMY O0ODYIOBAHHMIO H
oXpaHe NMoMellleHHii, B KOTOPBIX npou3BoaaTcs padorsl ¢ CK3U

2.1. Pa3menieHue, crneuuaibHOe O0OpYLOBaHHME, OXpaHa U PEXHM B
MOMEIIEeHUsX, B KOTOphIX Beaetcs padora ¢ CK3U (manee — nomemnenus), J0/DKHbI
obecneunBath Oe3omacHocTh UHGopmauuu, CK3U, nyreM cBeieHUS K MUHUMYMY
BO3MOXKHOCTH HeKOHTpojupyemoro aoctyna k CK3HW, mpocmorpa mpouenyp
pa6otel ¢ CK3W noctopoHHMMH JTULIAMH.

2.2. Tlopsmox pomycka B IIOMELICHMS OIpPEAENIETCS BHYTPEHHEH
OpraHM3aluOHHO-PACTIOPAAUTENbHON JOKyMEHTauuel opranusanyuu. JlocTyn JIui
B OTH TOMEUICHUS JO/DKeH OBITh OrpaHMYeH B COOTBETCTBMU CO CIYXeOHOMH
HEOOXOIUMOCTBIO0. PekoMeHAyeTcs  HCMONb30BaTh TEXHUYECKHE  CHCTEMBI
OrpaHWYEeHHss JOCTynma B O3TH nNoMemeHus. JIOMyck B MOMEIIEHHS
BCIIOMOTaTeJIbHOr0 U 00CTY)KMBAIOLLETO NMepcoHaa (yOOpIIuLL, SJIEKTPOMOHTEPOB,
CaHTEXHHWKOB M T.[I.) TIPOM3BOJUTCS TOJBKO B CIIydae CIIy:K€OHOH HEOOXOAUMOCTH
B COMPOBOXKIEHHM OTBETCTBEHHOTO 3a pEXHUM II0CIAE€ TPHHATBIX MEP,
UCKJTFOYAIOIINX BU3YaIbHBIN MPOCMOTP KOH(PUAECHIMUAIBHBIX JOKYMEHTOB.



2.3. BxogHbie ABEpU NOMEILIEHUIT JOMKHBI ObITh IPOUYHBIMU U 000PY/I0BAHBI
3aMKaMH, TapaHTHPYIOIIMMHU HaJeKHOE 3aKpbiTHE IIOMEIleHUuil B Hepabouee
BpeMs. Jli1sl KOHTpOJIs 3a BXOJOM B pabouee BpeMsi peKOMEHAYETCs yCTaHABIUBATh
HJIEMEHTBI CUCTEM KOHTPOJIS IOCTYTIA.

2.4, Tlpu pacnonoXEeHWU TMOMEIICHUI Ha MEPBBIX M MOCIEAHMX ATaax
3JaHUil, a TaK)Ke NPU HAJTUYUHU PSJIOM C OKHaMM GalKOHOB, MOXKAPHBIX JIECTHHUL U
T.I., OKHA MOMELIeHUI 000pyAyIOTCS METAJUIMYECKUMH pelIeTKaMH, CTaBHAMH,
OXpPaHHOW CHUTHaNW3aUMed WM JAPYTUMHM CPEACTBAMH, MPENSITCTBYIOIIMMU
HECAHKIIMOHUPOBAHHOMY JOCTYNY B MOMEIIECHUS.

2.5. JIns mpenoTBpallleHHs NpPOCMOTpa HM3BHE OKHA MOMEIIEHHI OKHBI
OBbITH 3aluILeHbl (000PYAOBaHBI XKAT03U WK IITOPAMH U T.I1.).

2.6. BHyTpeHHss mNIaHMpPOBKA M pacmoyiokeHHe paboumx MeCT B
NOMELIEHUAX JO/MDKHBI 00ecreynBaTh HCMOJHUTENSIM paboT  COXPaHHOCTh
JOBEPEHHBIX UM KOH(DUAECHINATbHBIX JOKYMEHTOB U CBEJEHUH.

2.7. Ilo okxoHuyaHuum pabGoyero [JOHS TIOMELIEHMS 3aKpBIBAOTCA H
OMEeuaTHIBAKOTCS W/WIH CAAIOTCS IO OXPaHy.

2.8. Cpauy kioueii 1 NOMEIICHHUH, TAKXKE MOIYUYCHUE KIIIOUYEH U BCKPBITHE
MOMEIEHUI MPOU3BOAAT COTPYAHHUKH, paboTaiolide B ATHX MOMELIEHHAX, IO
YTBEP)KAECHHOMY PYKOBOACTBOM OpraHM3allMd CIHMCKY ¢ oOpa3uaMu MoJanucei
TUX COTPYAHUKOB. JlyOnuKaTh! KIIIOUEH OT BXOAHBIX ABEPEH JOIKHBI XPAHUTHCS
B ceii()e OTBETCTBEHHOIO JIMI[A, HA3HAYAEMOT'0 PYKOBOICTBOM OpraHM3aLiH.

2.9. Ilepen BCKpBITHEM MOMELEHUHA AOMKHA OBITH MPOBEPEHA LENOCTHOCTD
OTTHUCKOB TeYaTeil W/Wiu MCIpaBHOCTh 3aMKOB. [Ipu oOHapyXeHHHM HapyLIeHHUs
LEMOCTHOCTH OTTHCKOB MEuaTei, MOBPEXKACHUS 3aMKOB WM APYTUX IPU3HAKOB,
YKa3bIBAIOIMX HA BO3MOXXHOE MPOHUKHOBEHHE B 3TU NOMEILEHHUS MTOCTOPOHHMX
JIML, TIOMEIEHHE He BCKPHIBAETCH, a O CIYYMBILIEMCS HEMENJEHHO CTAaBUTCS B
M3BECTHOCTh PYKOBOJCTBO M OTAEN 6€30MacHOCTH (MU A0JKHOCTHOE JIULIO).

2.10. B cinyuae ytpaThl KIr04a OT BXOJHOM ABEpH noMelieHus PykoBoacTBO
Opranu3anuy HEMEJIEHHO CTABUTCS B U3BECTHOCTb.

2.11. Ha ciy4aii moxapa, aBapHu WIH CTUXHIHOTO O€ACTBUS JTOJDKHBI ObITh
pa3paGoTaHbl  crenualdbHble HMHCTPYKLMHU, YTBEpXJAEHHblE PyKoBOICTBOM
Opranuszanuy, B KOTOPBIX MPEAYCMAaTPUBACTCS MOPSJOK BbI30BA aAMMHUCTPALIUHY,
JOJKHOCTHBIX JIML, BCKPHITHE MOMEIIECHHH, OUEPEAHOCTh M IOPSJOK CIACEHHS
KOH(MAEHUMAIbHBIX JOKYMEHTOB U AajbHEHIIEro UX XpaHeHus.

2.12. Ins nenocpencreeHHoro xpanenus CK3H, uncrammmpyromux CK3U
HOCUTENIEH, OKCIUTyaTauMOHHOW U TexHu4eckod mokymeHtaumn k CK3U
nomeinieHus 00ECTIEUMBAIOTCS METAIMYECKUMHM mKadamMu  (XpaHWIHILAMH,
ceiipamu), 060pyaOBaHHBIMH BHYTPEHHHUMH 3aMKaMU C JBYMS 3K3eMILISIpaMu
KIoYeid MIM  KOJOBBIMM  3aMKaMHM, a Takke IpH  HeoO0XO0AUMOCTH
NPUCTIOCOOICHUSAMY 17151 OTIEUaThIBAHUS 3aMOYHBIX CKBaXHH.

3. Ilopsagok obpaleHusi co cpeACTBAMH KpPHNTOrpaguyecKoi 3alIHThI
HHopMauHHU

3.1. CK3HU, mnony4yaer yHOJIHOMOYEHHbIH coTpyaHuk Oprasusanuu
HenocpencTsenHo y npoussogutens CK3W unu opranusanyu, npenocTaBisioOmeii
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CK3MU. be3onacHOCTh B mpoLiecce AOCTABKU 00ECIIEYMBACTCS OPraHU3alMOHHBIMU
MepaMu.

3.2. Ilpu TpancnoptupoBke CK3U, uncrammupyromux CK3U Hocurenei,
JO/KHBI OBITH OO€CIeueHbl YCIOBHUS, UCKITHOYAONINE BO3MOXKHOCTh (PU3HMYECKUX
TIOBPEX/I€HUI U BHEIIHEro BO3AEHCTBHS Ha 3alMCaHHYIO MH(OpMALHMIO, a TaKkKe
€e KOMMpPOBaHHUE.

3.3. Bce mnocrymaromme CK3U, wuncrammupyromue CK3M Hocurenu,
AKCIUTyaTallMOHHAsE ¥ TeXHHYEeCKas NOKYMEHTalMs K HUM [OJDKHBI OparbCcsi Ha
MOPK3EMIUISIPHBIN YYeT B CTeUaNIbHBIX XKYypHaIaX yCTaHOBIEHHOHM (hopMbl. Bener
KYpHAJIbI YIIOTHOMOYEHHBIN HA 3TO COTPYAHHUK.

3.4. Uncrawmpyomue CK3U HocuTenu AOMKHBI XpaHUTbCA B ceiide
(MeTayMuecKoM mKady, XpaHUIUILE).

3.5. Ilpu BckpeiTHu ceiipa ¢ wuHcTaumpyroumMmu CK3U Hocurensmu
JODKHAa OBITH MpOBEpeHa IENOCTHOCTh Nevyareid W 3aMKOB W/WIM OTTHCKOB
neyateil. B ciydae HapylmieHHs UEIOCTHOCTH TedaTeil W/HWiIuM 3aMKOB W/WIH
OTTHCKOB IeyaTeil COTPYAHHK 00si3aH HEMEIJICHHO COOOIUThL 00 3TOM JMLy,
OTBETCTBEHHOMY 3a oOecrnedeHur0 Oe30MacHOCTH OKCIUTyaTallid CpECTB
Kpunrorpaduaeckoi 3auThl HHHOPMALIUH.

3.6. Xpaunenue unctauupyromux CK3U Hocuteneid nomyckaercs B 0OJHOM
XpaHWIHIIE C JPYrUMH JOKYMEHTaMH TMpPU  YCIOBHAX, HCKIHYAIOLIUX
HENpeIHaMEPEeHHOE UX YHUUYTOKEHHE WIKA HHOE, HE MPEIYCMOTPEHHOE IIPaBUIaAMHU
nons3oBanus CK3U, npumeHeHue.

3.7. B cinyyae OTCYTCTBHS y COTPYAHHMKA MHAMBUIYAJIbHOTO XpPaHWIMILIA
uacTaumpytomue CK3U HocuTenn mo OKOHYaHMM padodero AHsA JOJDKHEI
CIaBaThCA JIUIY, OTBETCTBEHHOMY 3a UX XPAHEHUE.

3.8. He nonyckaercs:

— pasriamarh COAEPKMMOE HOCHTENeH KI4eBOi MHGOpMALUU WU
nepenaBaTh CaMH HOCUTENH JIMLAM, K HUM He JOMYLIEHHBIM, BBIBOJUTH KIHYEBYIO
nH(pOpMAIHIO HA TUCTIIECH U IPUHTEDP; BCTABJIATH KIFOYEBOI HOCHTEID B IMCKOBOJ
aBTOMATH3UPOBAHHBIX pabounx Mmect (manee - APM) npu nposenenuu pabot, He
SBJIAFOILUAXCSI IITaTHBIMU npoueaypamMu MCTIONIb30BaHMS KITrouei
(umadpoBanue/pacumdpoBka napopmanum, 3aepka painos O, noaTBepxkaeHNE
ee MOVIMHHOCTH), a TAaKXKe B AUCKOBOABI Apyrux APM

— 3aMKCBHIBATh HA KJIFOYEBOM HOCUTEIE MOCTOPOHHIOK HH(OPMALIUIO;

— BHOCHTH Kakue-TH00 M3MEHEeHHsl B MPOrpaMMHOE 00eCIIeueHHe CPEICTB
mudposanus u OlI;

— WUCIMOJIb30BaTh ObIBIIME B paboTe KIKOYEBbIE HOCHUTENM Ul 3aliCH
HOBO# uHGpopManuu 06e3 MpeaBapUTENbHOTO YHHYTOKEHUS HA HUX KIIFOYEBOM
uHbpopManu TyreM mnepedopMaTupoBaHusS (peKOMEHAyeTcs  (usmueckoe
YHHUYTOXXEHUE HOCUTENIEH).

3.9. TlocropoHHHMe MIA He JAODKHBI JOMycKkarbess K pabore ¢
KOMIBIOTEPOM, Ha KOTOpoM ycTaHoBiIeHbl CK3U.

4. YcranoBka u 3kcminyatauus CK3U
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4.1. YcranoBka (nactammsanus) CK3U ocyiecTBisieTcs B COOTBETCTBUU C
TpeboBaHUAMH JokyMeHTauun Ha CK3U.

4.2. VYcranoBka CK3MW npou3BOAMUTCA TOJBKO JIHMLAMHU, HMEKILIUMU
COOTBETCTBYIOIUE TOJTHOMOYHS U MOJTOTOBKY.

4.3. K sxcnnyatauuu CK3U u cpeact OI1 gomyckarworces nuua, npoumeamme
COOTBETCTBYIOILYID  TOATOTOBKY M M3y4YUBIUME  HKCIUIYaTaLMOHHYIO
JokyMeHTauuio Ha gaHHeie CK3U.

4.4, Tlepen ycranoBkoit CK3U HeoOXoaumoO NPOBEPUTH NPOTPAMMHOE
obecneuenue (manee - [10) APM nHa orcyrcTBHE BUPYCOB M IIPOTPaMMHBIX
3aKJIa10K.

4.5. Cucremnbie Omoku APM ¢ ycranoBiaeHHeiMM CK3U  nmomkHsl
OMEYaThIBATHCS CHELMAIbHO BBIACACHHON 11 ATUX Lenel mevatsro. Hapany ¢
TUM JONYCKAETCS IPUMEHEHUE IPYTUX CPEICTB KOHTPOIISL UX BCKPBITHS.

4.6. Pasmemenne u ycranoBka CK3M ocyliecTBASIOTCS B COOTBETCTBHH C
TpeGoBanusMu  gokyMmeHtaumn Ha CK3U. Pasmemenue o6opynoBaHus,
TEXHUYECKUX CPEICTB, MPEAHA3HAYEHHbIX A1 00paboTKy KOH(HACHUMAIBHON
nH(OpMaIMK TODKHO COOTBETCTBOBATH TPEeOOBAaHMSAM TEXHUKH O€30MaCHOCTH,
CaHUTapHBIM HOpMaM, a Takxke TpeOOBAHUAM MOKAPHOW O€30MaCHOCTH.

4.7. Tlepen HeMOCPEACTBEHHON YCTAHOBKOM MPOrpaMMHOr0O oOecredyeHus
CK3H Heo6XxommuMo OCYIIECTBUTh KOHTPOJIb 11€A0CTHOCTH aucTpubyrusa. [locie
3aBEPIICHMS] MpPOLEcCa YCTAHOBKM JODKHbI OBITh BBINOIHEHBI JCHCTBHS,
HeoOXOAUMBIe IJIi OCYLIECTBIECHHS €KEIHEBHOIO KOHTPOJIA YCTaHOBJIEHHOI'O
MpPOrpaMMHOr0 00eCeueHus, a TAKXKe ero OKpyKeHHs.

4.8. B ciayuae oOHapyXEHHS «IOCTOPOHHHX» (HE 3aperMCTPUPOBAHHBIX)
nporpamMM, HapyIIEHHs LEJIOCTHOCTH MPOrpaMMHOro obecmeueHus aubo
BBISBJICHHS (DaKTa TIOBPEXISHHUS TedaTell Ha CUCTeMHBIX Onokax pabora Ha APM
¢ CK3H nomxkna ObITh npekpamieHa. [1o fanHoMy GakTy A0MKHO OBITH IPOBEIECHO
cnyxeOHOe pacciefoBaHME M IPOBEICHBI PabOThl MO aHANM3y M JIMKBUAALMU
HETATHBHBIX MTOCEICTBUI JaHHOTO HAPYLLIEHHUS.

4.9. Tlepecbuika (mepegada) HOCUTENEH  KPUITOKIIOYEH  MOXKET
OCYLIECTBIIATHCS 4Yepe3 (henbaberepckyro WM CrHeLUaabHyI0 CBsA3b, a TaKXke CO
CHENMAIbHO BBIJCICHHBIM HAPOYHBIM (B  omedaTaHHOM (OTBETCTBEHHBIM
KOHBEPTE).

4.10. KmoueBas MH(GOpMaLUs Ha HOCUTENAX YHUYTOXKAETCS MOJIb30BaTEIEM
CK3U nyrem nepedopMaTHpoBaHWs C HcHoilb3oBanueM cpeiacts  OllL
Jlonyckaercsi AaHHbIE HOCHUTENHW Mocie nepedopMaTHpoBaHMsi WCIOIb30BaTh B
nanpHedimeM monb3oBatensMu CK3WM npu ycmoBuM 3amucd Ha HHMX HOBOI
KJIH04eBON MH(OpMaLUy.

4.11. O6 yHuuTOXeHMH Kmodeli monb3oBatensiMu CK3M nemaercs
COOTBETCTBYIOI[AsE 3amuCh B COOTBETCTBYyomeM xypHane. Ilepuoxnueckn
OTBETCTBEHHBI NPOBEPSET JAHHBIC 3AMKCH.

4.12. Tlepen yHUYTOKEHHEM CEKPETHBIX Kiro4ed cieayer pacimdpoBaTh
apXHMBHYIO MH(OpPMALHIO (€CITH Takas UMeeTcsl), XpaHALlyrocs B 3alli(pOBaHHOM
BHUJIE, ¥ 3aU(POBATH €€ UCTIOJIB3YS HOBBIE KIKOUH.



4.13. BoiBenieHHbIE U3 AEHCTBUS OTKPBITHIE KIH0YM DIl cOXpaHAOTCS B
apXMBax B T€YE€HUH 5 (IIATH) JI€T 1)1 00ecreyeHrs BO3MOXXHOCTH B MOCIIEYIOLIEM
BBINOIHEHH NIPOLEAYPBI pazdopa KOHPIUKTHBIX CUTYaLIUA.

S. BoccranoBiieHHe KOH(HACHIHAIBLHON CBA3H MOCJe KOMIPOMETAIHH
AeHCTBYHOIIMX KPHIOTOKIIOYei

5.1. Komnpomeranus kiiroueBoii HHGOpMAIHKY - 3TO yTpaTa (B TOM YHCIIE C
ux HOCEAYIOLUM oOHapyXeHHEM), XULIEHHE, pasriaimieHue,
HECaHKIIMOHMPOBAHHOE KOMMPOBAHUE, TEpeiadya UX IO JIMHUU CBSI3U B OTKPBHITOM
BHJIE, YBOJbHEHME IO 000 MpUYMHE COTPYAHUKA, WMEIOIIEro AOCTYN K
KJIIOYEBBIM HOCHUTENSIM WM K KIHOUYEBOH MH(OpMalMM Ha JAaHHBIX HOCHUTENSX,
mo0ble Apyrue BHUIBI pasralleHus KI4YeBOd WH(OpMaluM, B pe3yibTaTe
KOTOPBIX 3aKpBIThIE KIKOYM MOTYT CTaTh JOCTYIMHBIMH HECAHKIIMOHHPOBAHHBIM
JULaM ¥ (MIK) IpoLeccam.

5.2. K coObiTusiM, CBSI3aHHBIM C KOMIPOMETAUMed KpUITOKIIOYEH,
OTHOCATCS CIIEAYIOLIHE:

— MOTeps KIKYEBBIX HOCUTENEH;

— IOTEps KIKYEBBIX HOCUTENEH C MX NOCTAEAYIOUUM 00HApYKEHUEM

— YBOJIbHEHUE COTPYAHUKOB, UMEBIIUX JOCTYI K KIHO4YeBOH MHPOpMaIy;

— HapylLIeHUE NIPaBWI XpaHEHUS U YHUUTOXXEHHS CEKPETHOIO KIII0Ya;

— BO3HMKHOBEHHE TOJO3pEHHII Ha yTeyky HHpOpMauuum WiH ee
UCKaXEHHE;

— HapylleHWE TNeyaTH Ha ceiie ¢ KIIOYEBBIMU HOCUTENSAMHM (€CM Takas
HCIIOJIb3YEeTCA);

— Clly4ad, KOrJa Helb3s IOOCTOBEPHO YCTaHOBUTb, YTO IPOU3OILIO C
MarHUTHBIMH HOCHUTENISIMH, COEPXKAIIMMU KTI0UYEBYIO HH(POPMALIUIO (B TOM YHUCIIE
Cllydau, KOIZla HOCHUTENIb BBIIIET W3 CTPOSl M JOKAa3aTeIbHO HE ONPOBEPTrHYTa
BO3MOXXHOCTh  TOrO, 4TO JaHHBIM (akT mnpousomen B  pe3yinbrare
HECAHKUMOHUPOBAHHBIX JEHCTBUIA 37I0YMBIIIJICHHUKA).

5.3. [IlepBeie 4erbipe COOBITUS MAODKHBI TPAKTOBATbCS Kak sBHas
KomopoMmeranus  kpunrokmoueid. Tpum  cnemyrommx  coObitus  TpeOyrOT
CMEUUAIBHOTO PAaCCMOTPEHHS B KAXKIOM KOHKPETHOM CITydae.

54. Ilpu oOHapy)XeHMH TPHU3HAKOB, YKa3bIBAIOIIMX HAa BO3MOXHYIO
KOMIPOMETAIMIO 3aKPBITHIX KJIIOYeH, HocuTenedl W/uium KOH(pHISHIHAIbHON
uapopmanuu, noas3zoBatenb CK3U pomkeH caMOCTOSTENBHO ONPEAENHUTH (hakT
KOMIPOMETAIMM M OLEHUTHh 3HAYCHHWE 3TOro CcoOBITHA, MOCIe 4Yero o0s3aH
HEMEJICHHO OINOBECTUTH JUL0, OTBETCTBEHHOE 3a obecredeHue 0€30MacHOCTH
skcmnyaTtauun CK3U.

5.5. OtBercTBEHHBIN 0053aH COOOIUTH 00 KOMIIPOMETAIUN PYKOBOIUTEIIO
OpraHH3aIyu.

5.6. OTBETCTBEHHBIN 0053aH ONMEPATUBHO OMOBECTUTH BCEX IMOJIb30BATENEH
CK3H o dakre (wnu npeanosnaraeMoii) KOMIpoOMETaLUu.

5.7. PaccnenoBanue (paxra (WiM OpeAnosaraeMoii) KOMIpoMeTauy JODKHO
MIPOBOAMUTHCA HA MECTE MPOUCIIECTBHS YIOJHOMOYEHHBIMH JIMLAMH.



5.8. PesynpraroM paccCMOTpeHHS SBISETCA KBaIHU(DUKALMS WIA HE
KBanudukauus JaHHOrO COOBITHS KaK  KOMIIpOMETalMs  JeHCTBYIOLIUX
KPHUNTOKITIOYEH.

59. Ilpu ycranoBaeHuum (pakTa KOMOPOMETAIMM  ACUCTBYIOLIHMX
KPUOTOKIIOYEH, CKOMIIPOMETHPOBAHHBIE CEKPETHbIE KIHOYM  IU(POBAHUS
YHUYTOXKAKOTCS.

5.10. OTBeTCTBEHHBI dOMKEH OMOBECTUTH OCTAJBHBIX IOJb30BaTEIEH
CK3H o 3ameHe 1 cOOOMIUTD UM €0 OTKPHITHIE KITHOYH.

6. IIpaBa u OTBETCTBEHHOCTD 3a HapyleHHe TpeGoBanuii MHCTpYKIMH
6.1. OTBETCTBEHHBII HMEET MPaBo:

— TpeboBaTh oOT mnoaw3oBareneii CK3U 0e3ycloBHOro coOnroaeHus
YCTAHOBJIEHHOM  TEXHONOrMM  OOpalOTKH  3JIEKTPOHHBIX  JOKYMEHTOB H
BBINOJIHEHUsS MHCTPYKLMi o oOpamennto ¢ CK3U u obecneuennto 6e3omacHocTu
uHpopmaruu;

— MHULMUpOBaTh oOpameHue k  PykoBoactBy  Opranmszanuu ¢
TpeOOBaHMEM O mpexpameHuy o0paboTku MHGOPMALWKM B CIIydasX HapYIICHHUS
YCTaHOBJIEHHON TexHonoruun oO0paboTKM 3almumiaeMoil WHpOpMaLMKU WM
Hapyuenus GynkuuonupoBanus CK3HU, cpencTs u cucteM 3almThl HHGOpMALIHK;

— 3anpaluBarh U Moiay4ats oT nojb3oBateneii CK3M u/uiu coTpyaHHKOB
OpraHu3aluy CBEIEHMs, CIpaBOYHbIE M JPYrue Marepuaiibl, HeoOXoIuMbIe IS
OCYILIECTBIICHUS €70 NEATENbHOCTH;

— MpPUHMMATh y4YacTUE B COBELIAHUSAX IO BOMPOCAM, BXOASAILIMM B €ro
KOMIIETEHIHIO (IO PEIICHUIO PYKOBOAUTENS OpraHU3alin);

— y4acTBOBaTb B CeMHMHapax (KOH(pepeHUMAX U T.I.) Ha TEMHI
«MH(QOPMAIIMOHHBIX TEXHOJOTHI» W <(GalMThl HMH(POPMALMKM» B KadyeCTBE
CIylIaTens;

— BHOCHUTD PYKOBOZACTBY OpraHu3anuu NPeNI0KECHUS no
COBEPILIECHCTBOBAHUI) JEATE/ILHOCTU oOpraHu3auuu B objmactu  mmdpoBaHuUs
HH(popMaLuu;

— CTaBUTh MEPEA PYKOBOACTBOM OpraHM3allu¥ BONPOCHI O CO3aHUU
HaJUIeXaluX YCIIOBUM sl UCTIONIHEHUs CBOMX 00s3aHHOCTEHA.

6.2. OTBeTCTBEHHbIi HECET OTBETCTBEHHOCTb  (AMCLMIUIMHAPHYIO,
aJIMUHUCTPATUBHYI0, MATEPUANIBHYIO, YTOJIOBHYIO) 3a:

— He cobmogenue TpeboaHMi K  obOecriedyeHH0  0e30MacHOCTH
MH(pOpPMAMK OrPaHUUEHHOTO A0CcTyna ¢ ucnons3zoBanuneM CK3U;

— He obecneyeHne COXpaHHOCTH TPHHATHIX HA OTBETCTBEHHOE XpaHEHHE
nporpamMMHbIX 1 Texanueckux CK3U;

— He cobmoaeHue periaMmenTa skcrutyatamun CK3U;

— He COOOLIeHHE PYKOBOJACTBY OpraHW3allMyd O CTABIUMX €My H3BECTHBIX
MOMNBITKaX MOCTOPOHHMX JIML MOJYYUTH cBefeHHs 00 ucronbzyeMbix CK3U wnm
KJIIOYEBBIX JOKYMEHTaX K HMM, a Takke 0 (axrax yrparel win Hepocraun CK3U,
KJIFOUEBBIX JJOKYMEHTOB K HUM, KJIOYEH OT MOMEIICHU, XpaHUIIHUILL;



Q

— HEeHaJJIexaliee u HECBOEBPEMEHHOE BBITIOJTHEHHE CBOMX
(yHKIIMOHAJILHBIX 00S3aHHOCTEH;

— HECBOCBPEMECHHOTIO, a TAKXKE HEKA4YCCTBCHHOI'O HCIIOJTHEHU A
OJOKYMCHTOB H HOpY'-ICHI/Iﬁ PYKOBOACTBaA OpTraHU3alliH,

— HEPALMOHAJIBHOE  WCHOJNB30BaHME  BBIIENEHHBIX  (DMHAHCOBHIX,
MaTepUaibHbIX U HH()OPMALIMOHHO-BBIYHCITUTEIBHBIX PECYPCOB.

C HACTOAIIENA UHCTPYKIIMEN O3HAKOMJIEH:

OtBercTBeHHBIH 3a 3kcrutyaranuo CK3U:

(PHO, 10MKHOCTB) (mommucek)

« » . S
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